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ABSTRACT

Various methods are being presented to identify the movements of COVID-19 infected persons and to protect personal
privacy at the same time. Among them, "Exposure Notification’ released by Apple and Google follows a decentralized
approach using Bluetooth. However, the technology must always turn on Bluetooth for use, which can create a variety of
security threats. Thus, in this paper, the security assessment of 'Exposure Notification’” was performed by applying *STRIDE’
and 'LINDDUN’ among the security threat modeling techniques to derive all possible threats. It also presented a new Dell
that derived response measures with security assessment results and improved security based on them.

Keywords: COVID-19, Contact Tracing, Threat Modeling, STRIDE, LINDDUN

LM = 7k o] spgelx] Ajele] setolw A7k Falslw olet.
olz] Uzlellx] o]z|dt EAS sdsl] s 7t 3%}
A $2vele COVID-19 Abeel Eapdos A 3 Ak s oF oF SAlska gick 2
o-&3k7] S8 A 48 FNsk k. s 83 ARES Anj2ot HkER] s A olA X]
AAnsh A8 RS W A wage
3k el glom o] AL oy Al E3) olv] 9
Received(07. 08. 2020), Modified(09. 08. 2020), S
Accepted(09. 14. 2020) o A
A 24 Azge gt 4% 9 3

t A2k, dlghwns817 @korea.ac.kr
¥ WAIAA}, sangjin@korea.ac.kr(Corresponding author)



930 COVID-19 &4

FA | e] =Zzlo]w A B3 E 9|8 Exposure Notification 7]l thgt ek H7} ~

7hshe FA wet A Sk AFEH gEeks w
”‘Li vk FoF RS A2 w7k Ad 3k
A= S FA A APREE e F
Alg ARSAL A otef et abd el v
*}% (& XLX]"*W APw 7t s
|4 zkel7b olet. Fok AFd WA A
7142 ROBERT(ROBust and privacy-
resERving proximity Tracing)(1)7} ¢l
o33t whAe] g A4Ql 7ERe T2 oA
gt Exposure Notification(2]°] it}
=14 Exposure Notification®] R2<gt
As st dsHeks: =Egth olE Sl
Exposure Notificationel =3 DFD(Data
Flow Diagram)Z 2HJsla o] & 7|ulo 2 walg
Frds)S st AdE Hek el gt &

o

O

N

ﬂ?i FlO Ol _(E
3 >
=~ _|_,

2

e o> 8o

ot B

otz

=]
ek AAstaL © voprh Bt A A=
& mdg AR

Il 2 o1
2.1 Exposure Notification

Exposure Notification 7% Fig 13 29|
FAke)h, A ARl ARAIEEe 718 A sk A
Aol Mgt o]F  AHE3sled  RPI(Rolling
Proximity Identifier)®l= A1EALE AA 5=t
RPIE AMARE AEE & ol 199 Fel 44
Azl A AlEA "G RPI=
BLE(Bluetooth Low Energy)®] Advertise %
EE 53 HEE2ER AfE JdA Az Wl
st Ze BT AAe d7lE fAlEa
RPI #= Ao AAgct RPI 3& Faub7] $
sx= AA 7k A=t 333 ok &)
o 54 RPIE A&tz vk &g RPI &5 &
T3t AR ASYSE gt COVID-19 ZA
A7t FAQl ARAlE AAe TS Aulz Aw e

1st Step 2nd Step

~14 day temporary store

‘ﬁ?—»

g2 3l AW R = 7= 27 Akt
A A=z AFEx}e] AA= 7]F AFE-sle] RPI
ZHe AR F QAR glo] Ao AAEe] g)ix

3elsle] 74zl HE o BB FAudsic}

N
XN
olr
<t
Y

0
rr‘
w2
11}{ed
2>
mﬁ
o, o,
H
o
mlru
=cl>l£

i
sk
4
2,
S
2
Mo

|
7@} 4 9loh(3].
225 ﬁlzg AAHL R +A45] 9]

G}, DFDE 4 Az~ele FAsm
73 a4s) dlolee] 55& o ¢

2 A|xadellA] WA 4 9l Bk ¢
371 ¢s] STRIDE(4). LINDDUN(5)
th B =iolAe FefoldE-Au A
Aa}7)el A3st STRIDES ZalolwA] &
#490] 7158 LINDDUNS ARg-3hsict,

STRIDE+= AlZHlellA] A1 4= 9l= 6714 B
& 98E dFH 4 A= 93 (Spoofing), ME
(Tampering), %<l(Repudiation), HE #Z&
(Information Disclosure), 48] A%-(Denial
of Service), 938 A<= (Elevation of Privilege)
< o]z}

LINDDUN= Zzte]uAlel #isl 913 o7
= md7 z 2= A4 (Linkability), A¥
(Identifiability), <l %A (Non-repudiation),
7% (Detectability), #¥® #=(Information
Disclosure), W4 &% (content Unawareness),
AR g Eo] Ho|d(policy and consent Non
compliance) ¥ollA 9§-& £A3kc}

2
f
=

SR
o M

N m{o

3,

03:

st |
10 _p

>,
o 1E
ol

2L

i wo o &L orlr
¥

w2 [> ol et ¥ X0 O

_I_:r_{u:

=2
~

e A match
is found

Anonymous identifier keys are
downloaded periodically

Fig. 1. Principle of Exposure Notification Works
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Table 1. Detailed Description by Element of Exposure Notification DFD

Group Component Explanation
Externa | E1. Advertisement/Positive User Service Packet Sender/Infectious Person
| Entity | E2. Scanning User Service Packet Receiver
D1. Storage Storage for service keys and incoming information
Storage . Storage for storing time information to determine
D2. Timer . . .
service key expiration time
.. The service application process is associated with
P1. ENApplication users, ENFramework, and servers.
P2. Request Exposure Info Exposure Information Request
Process | P3. ENStateRequest Service enable/disable request
P4. Request Permission Request User Permissions
P5. Upload Diagnosis Key Upload Diagnosis Key
P6. Update Diagnosis Key Update Diagnosis Key
...... omit
DF77. Data(Scan Data) Scan Data
Data DF78. Data(Scar.l Data) .
Flow DF79. System Time Request Data Flow that Request System Time
DF80. System Time System Time

Table 2. Attack Library for Exposure Notification

No Type Year Title Author Ref
SECURITY ANALYSIS OF THE COVID-19 Yaron
1 2020 CONTACT TRACING SPECIFICATIONS BY APPLE Gili (6]
INC. AND GOOGLE INC. Vi
2 2020 Analysis of DP3T Between Scylla and Charybdis Serge (7]
Vaudenay
BLEEDING BIT - The hidden attack surface within .
3 2018 . armis (8)
BLE chips
Technical OTA Vulnerability on User Equipment in Cloud Myoungsu
4 2018 . . (9]
Report Services Kim etc.
Analysis of cheat detection and prevention Oskari
5 2018 . . . L (10)
techniques in mobile games Teittinen
Security Vulnerabilities in Bluetooth Technology as Angela M.
6 2018 . Lonzetta (11)
Used in IoT ote
7 2017 BlueBorne - Exploiting Bh.leBorne in Linux-based Ben Seri (12)
IoT devices etc.
Conference/ Mitigating man-in-the-middle attacks on Veelasha
8 i 2014 smartphones - a discussion of SSL pinning and Moonsamy | [(13)
Paper
DNSSec etc.
...... omit
14 92017 CVE-2018-9560(LPE)
15 OVE CVE-2018-10825(Replay Attack)
19 (Bluctooth) 92019 CVE-2019-9365(RCE)
20 CVE-2019-9426(LPE) MITRE
21 2020 CVE-2020-0022(BlueFrag, RCE)
22 CVE 2014 CVE-2014-4449(MITM : i0OS)
23 (Server) 2019 CVE-2019-5215(MITM : Android)
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Table 4. STRIDE for Exposure Notification
Type .. Attack Threat
No Name Description Library No
Spoofing due to absence of user authentication 1, 10, 11, T1
Advertising procedure 12, 17
El /Pos1t1}ve Malicious wusers can randomly change their
User smartphone system time. This can lead to 5 T2
denial of service use.
...... omit
Attacker can create similar applications and
. 18 T5
impersonate them as normal ones.
3,6, 7, 19,
Service information may be exposed by 21, 22, 23, T6
unauthorized attackers. 24, 25, 26,
27
3,6, 7, 19,
P ENApplicat Attacker who has become able to control a 21, 22, 23, T
ion smartphone can interfere with service behavior. 24, 25, 26,
27
Unauthorized attackers can use the service
. 10 T8
application.
3,6, 7, 19,
Attacker who has acquired a (root) shell on the 21, 22, 23, 9
device may use the service application. 24, 25, 26,
27
Attacker could mterceppa diagnostic key that 4 8 28 929 T10
is uploaded under the guise of a server.
Upload
P5 Diagnosis Diagnosis key information may be leaked to the
Key attacker. 4, 8, 28, 29 T11
Upload diagnosis keys may fail by attacker. 4. 8'22' 28, T12
...... omit
Attacker’s Relay/Replay Attack could receive | 1, 2, 16, 17,
.. T16
malicious packets. 20
3,6, 7, 19,
Bluetooth packets modulated by an attacker 21, 22, 23, T17
can be received. 24, 25, 26,
Scan 97
P25 Advertise Receiving can be denied through system time
Packet . .. 5 T18
modulation of malicious users.
Because it does not validate input values, an
attacker can generate and transmit abnormal 6 T19
service packets so that Crash occurs or the
process ends.
...... omit
DF80 Sy;tem Time data can be modulated by malicious 5 T36
Time users.
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2249 A whloln] 1 ol dlt LA AL LINDDUN 715} 7%, 7 $13lell sl a4
© 2 Threat TreeE 2 ‘3} | wji&ell Table 6ell
Table 5. LINDDUN by DFD Elements A8 &t HedE Aue A9l en Threat
LI 1] NI DI DI Ul N Tree® o|& wjAIgc}.
Entity X X X
Process X X X X X X
Data Store X X X X X X
Data Flow X X X X X X
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Table 6. LINDDUN for Exposure Notification

Type Type No Threat Target L |1 N |D|D|U|N
) 1l Advertisement/Positive User X X
Entity r2 Scanning User X
D1 Storage X X X
Data Store D2 Timer < X <
P1 ENApplication X | X X
P2 Request Exposure Info X
Process P3 ENStateRequest X
P4 Request Permission X
P5 Upload Diagnosis Key X X | X X
...... omit

DF77 Data(Scan Data)
DF78 Data(Scan Data)
DF179 System Time Request
DF80 System Time

Data Flow

| PR | K

Table 7. Threat Tree for Exposure Notification

Linkability of Entity

1 Le
1.1 ‘ *Linkability of contextual data at Linkability of Data Flow
Unawareness of Entity

1 U
1.1 [ U2 : Unaware of stored data
*Linkability of Data Flow

1 L_df

1.1 L _df2 : Linkability of contextual data (metadata)

1.1.1 L_df : Insecure anonymity system deployed

1.1.1.1 ‘ L._df14 : Passive attack possible
Linkability of Process

1.1 L_pl : Different actions can be linked to the same user
1.1.1 *Disclosure of Information

Detectability

1 D.p

1.1 ‘ *Disclosure of Information

*Disclosure of Information
1 ID_p
OR 1.1 ‘ **Spoofing external entity
Non-Compliance

1 NC

1.1 NC_2 : Incorrect of insufficient privacy policies
1.1.1 ‘ NC_3 : Inconsistent / insufficient policy management
**Spoofing external entities

OR | 1.2 [S 4 : No Authentication
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Table 8. MUC of Threat Tree

MUC Details
Threat Tree : L_e(Linkability_entity)
Summary : User actions are associated with the user’s infection
Scenario
MUC Bfl. Attackers use an over-the-shoulder attack to determine if the user enters the
01 COVID-19 inspection results
Result: If the user enters the COVID-19 test results in the service application, it
only occurs when positive, so the attacker can see that the user has COVID-19.
Threat Tree : U (Unawareness)
Summary : The data subject is not aware of the situation where personal
information is stored
Scenario
MUC Bfl. Attackers attempt rolling attack using drones, etc.
Bf2. Abnormal service data stored on your device
02 Bf3. Users cannot determine what service information has been saved
Result: Users cannot recognize abnormal service data even if it is stored and
cannot identify it even if damage (false positive) occurs
Related Attack Library @ 1, 11, 12, 17
...... omit
Threat Tree : L_p
(Linkability_process)
Summary - Process is associated with your infection
Scenario :
MUC Bfl. Attackers impersonate servers
05 Bf2. Attacker checks for diagnostic keys uploaded to server
Result: An attacker may know that the user has corona-19 because the diagnostic
key is uploaded to the server in the service application only when the user is
positive
Related Attack Library : 4, 8, 28, 29
34.2 Threat Tree & MUC(Misuse Case) 3.5 2 M= MAE
=29 A9 0 A AuE w99 3.3.2% 3.4.2014 AT AT o2 A=
Threat Tree® 243} Threat Tree?] =% gAEE 237 ]3] DREAD 29(14)S AR
& Ed S1ge] WAL A9 seld 4 itk sel 199 SIYEE S4slsleh. DREAD mde
Threat Treedl4] =T W AWzl (#4329 98 7154 (Damage potential), 34 FA
),

W] ZF2}) (FALLE] oY) R FAE} (Reproducibility), <& 714 (Exploitability
*IA 7]- = 6‘1—5'—___ zgﬂlﬂ- -r] 9—

2Asr] % odgF Wk A8} (Affected users), FHeFde] WA

274 F oo u}Z wix Aw3c} Table 7& 754 (Discoverability) 2 7|22 1~39 A
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Table 9. DREAD for Exposure Notification

Table 10. Check List for Exposure Notification

RCE & LPE for

data acquisition
Unauthorized

user get data

omit
LINDDUN
Threat D|IR|E|A| D| Sum
MUC 01 11113113 9
MUC 02 3131313[3] 15
MUC 03 21211121 8
MUC 04 21313123 ] 13
MUC 05 212121212 ] 10
MUC 06 212121212 ] 10
MUC 07 11313|13] 11
MUC 08 31212132 12
MUC 09 212121212 ] 10
MUC 10 11212112 8
MUC 11 31312132 13
MUC 12 21212 1212] 10
MUC 13 31212132 12
MUC 14 21313123 ] 13
Hopg g o1 4¥ WA == AA(RCE) 2 A% 4
S (LPE) 2 <lgh 93 FHePd Eopel dis) #
B G A AEbe] FAL ARG 5 9o
agel el g 7] Wil g $449
2 7=
3.6 FAF HHS st HIZAE

STRIDE, LINDDUNS ARg-3te] =23 919

STRIDE No Detail
Threat DIR|E|A| D| Sum o1 Is there a wuser authentication
RCE & LPE for procedure?
. 1131111 7 Is the generated TEK, RPI safe for
tempering 2 Relay/Replay attacks?
Unauthorlzfed 11313113 11 03 Is there a verification procedure for
user tempering the diagnostic key?
Trolling Attack |3 |33 |33 15 o4 Don’t expose the user’s diagnostic
Send modulated results?
: : 31312]3]|2 13 Does not expose a user’'s identit
diagnosis key C5 | e b rots y
Relay & Replay 10}1g a service packet! '
313121312 13 6 Can’'t the user manipulate time data
Attack © arbitrarily?
Change system 11313113 11 C7 Is obfuscation of application applied?
time [s the device using the latest OS

cs e
version!

C9 Is the storage space managed?

c10 Is there a countermeasure against DoS

attack?
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Table 11. Countermeasures of Threat
.. Related
No| Countermeasure Description Threat
Before | Absence of user authentication procedures
Using FIDO
¢ Registration
1) The device starts registration through the FIDO
authentication module.
2) Input PIN, fingerprint, etc. to FIDO authentication
module
3) Create user verification key/sign key pair on device T1 T3
Add U 4) The verification key is sent with the account to the T6y T8
ser . . . .
.. service server (the service server stores it together,
1 Authentication . . MUCO02
Procedure After secure.ly stgres it on the secret device) MUC04
e Certification
. . . MUCO07
1) Send nonce value to sign device from service server MUC14
2) FIDO authentication module unlocking in the same
way as the registration process
3) Sign the nonce value using the key that matches
the user ID on the device.
4) The server that received the signature value is
verified using the verification key that is stored.
» Electronic signature algorithm: RSA-PSS (15)
omit
Before | * Absence of diagnostic key authentication procedure
* Upload Diagnostic Key (Device — Server)
1) Server — Device : {Nonce} o pupiey
2) Device acquires nonce value
3) Device — Server :
{Noncell{ Diagnosis Key} g, er pus Key } Deviee Prifiey
4) The server checks the nonce value and obtains the T10, T11
diagnostic key. T13, T14
Add Diagnostic ¢ Update diagnostic key (server — device) T30, T31
3 Key 1) Device — Server : {Noncelg, oo pusicey T34, T35
Certification After | 2) Server acquires nonce value MUC05
Procedure 3) Server — Device : MUC08
{NonceH{Dzagnosstey}DcL,i(:cpubk,uzu }SWWP”KW ﬁgg?g
4) Device checks Nonce value and obtains diagnostic
key
e The device's public and secret keys utilize key pairs
used by FIDO
e The server’s public key is stored in the application
in advance
e Electronic signature algorithm: RSA-PSS (15)
omit
Diagnosis key Before ¢ No security measures against diagnosis key DoS
attacks
12 DoS attack - T32
response After | Load Balancing(16)
¢ IDS & IPS
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Table 12. Comparison of Improved Exposure
Notification and Exposure Notification

No Improved Exposure Exposure
Notification Notification
C1 O X
C2 O X
C3 O X
C4 O X
Ch O X
C6 O X
C7 - -
C8 - -
C9 - -
C10 - -
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